
 

Easthampstead Park Community School 

e-Safety Policy 

 
 
The role of the e-Safety Policy is: 
 
● to protect and educate students and staff in their use of technology. 
● to have the appropriate mechanisms to intervene and support any incident where appropriate. 
 
The three areas of risk for e-Safety are: 
 
● Content: being exposed to illegal, inappropriate or harmful material. 
● Contact: being subject to harmful online interaction with other users. 
● Conduct: personal online behaviour that increases the likelihood of, or causes, harm. 
 
Importance of the Internet 
 
The purpose of Internet use in school is to raise educational standards, to promote student achievement, 
to support the professional work of staff and to enhance the school’s management information and 
business administration systems. 
 
Internet use is a part of the statutory curriculum and a necessary tool for staff and students. 
 
Internet access is an entitlement for students who show a responsible and mature approach to its use.  
The Internet is an essential element in 21st century life for education, business and social interaction.  The 
school has a duty to provide students with quality internet access as part of their learning experience. 
 
Please refer to Appendix A for details of how the internet is managed. 
 
Basic Principles 
 
The school internet access is designed expressly for student use and will include filtering appropriate to 
the age of students. This will incorporate the principles of the Prevent Strategy. 
 
Students will be taught what internet use is acceptable and what is not, and given clear objectives for 
internet use. 
 
Internet access will be planned to enrich and extend learning activities, and access levels will be reviewed 
to reflect the curriculum requirements and age of students. 
 
Staff will guide students about online activities that will support the learning outcomes planned for the 
students’ age and maturity. 
 
Students will be educated in the effective use of the internet in research, including the skills of knowledge 
location, evaluation and retrieval.  Students will also be taught e-Safety explicitly via PSHE and ICT 
lessons, and via the tutor programme. 
 
Methods to identify, assess and minimise risks will be reviewed regularly by the HoD (ICT) and the DHT 
with responsibility for e-safety. 
 
Staff will be consulted and made aware of this policy. 
 
Please refer to Appendix D for a listing of inappropriate and illegal online activities. 
 
Mobile phones and mobile technology 



 

 
Students’ mobile phones can only be used in lessons when the express permission of a member of staff 
has been given.  Equally, use of mobile technologies such as tablet computing devices requires permission 
from a member of staff prior to their use in lessons. 
 
Please refer to Appendix B for information on dealing with mobile phone nuisance 
communications. 
 
Communications between staff and students 
 
Under normal circumstances, no member of staff should engage in direct communication (in or out of 
school) of a personal nature with a student who is not a member of their direct family, by any means, for 
example (but not limited to) SMS text message, email, instant messaging or telephone. 
 
Should special circumstances arise where such communication is felt to be necessary, the agreement of 
a line manager should be sought first and appropriate professional language should always be used. 
 
Please refer to Appendix C for specific directions on communications using the internet. 
 
Use of Social Networking and Online Media 
 
Staff should not befriend students, current or past, on social networking sites.  (Staff should consider 
carefully the potential implications of befriending parents or other members of the school community and 
seek guidance from a senior member of staff if they decide to do this.) 
 
In the event that any member of staff, student or parent/carer is found to be posting libellous or 
inflammatory comments on Facebook or other social networking sites, this will be addressed by the school 
in the first instance and, if necessary, the police may be involved and/or legal action pursued. 
 
Please refer to Appendix B for information on contacting social media sites in case of issues. 
 
Responsibilities for the e-Safety Policy 
 
The Headteacher will ensure that the e-Safety Policy is implemented and compliance with the policy 
monitored. 
 
The IT Team (Tri-Computing) will monitor the use of the internet as required on a day-to-day basis and 
ensure the policy is enforced where necessary. 
 
Management of the internet 
 
Management of the internet will be carried out according to the arrangements specified in Appendix A. 
 
All staff must accept the terms of the ‘Responsible Internet Use’ statement, posted on the home page prior 
to logging on, before using any internet resource in school. 
 
Students must apply for internet access and agree to abide by the ‘Responsible Internet Use’ statement 
posted on the home page prior to logging on. 
 
Parents will be asked to sign and return the Home School Agreement which refers to ‘Responsible Internet 
Use’. 
  



 

 
 
 
Reviewed by:      Student Support Date:  June 2017  
 
Responsibility for implementation and review: DHT with responsibility for e-safety/Student Support 
 
Date of next review:     Summer 2018 
 
  



 

Appendix A 

Management of the Internet 

 
How will students learn to evaluate Internet content? 
 
All students have an “Abuse Button” on their intranet homepage.  Students can use this to capture any 
offensive material from their machine and report it to the school’s designated Child Protection Officer. 
 
If staff or students discover unsuitable sites, the URL (address) and content must be reported to the 
Internet Service Provider via the IT support service managed by Tri-computing. 
 
The school will ensure that the use of internet derived materials by staff and by students complies with 
copyright law. Students will be taught to acknowledge the source of information used and to respect 
copyright when using internet material in their own work. 
 
Students will be taught to be critically aware of the materials they read and shown how to validate 
information before accepting its accuracy. 
 
 
How will email be managed ensuring safety for staff and students? 
 
All students will have access to the school’s email system to facilitate communications as required. 
 
Personal email or messaging between staff and students should not take place. 
 
Access in school to external personal email accounts will be blocked during school hours. 
 
Email sent to an external organisation should be written carefully and authorised before sending, in the 
same way as a letter written on school headed paper. 
 
The forwarding of chain letters will not be permitted. 
 
How should website content be managed? 
 
The point of contact on the website should be the school address, school email and telephone number; 
staff or students’ home information will not be published. 
 
Students’ full names will not be used anywhere on the website in association with their photographs. 
 
Written permission from parents or carers will be obtained before photographs of students are published 
on the school website. 
 
The Headteacher or nominee will take overall editorial responsibility and ensure that content is accurate 
and appropriate. 
 
The website will comply with the school’s guidelines for publications. 
 
The copyright of all material will be held by the school, or be attributed to the owner where permission to 
reproduce it has been obtained. 
 
How will newsgroups, email lists and forums be managed? 
 
Newsgroups will not be made available to students unless an educational requirement for their use has 
been demonstrated. 
 



 

Access to forums that are moderated by a responsible person or organisation and are directly linked to an 
educational activity will be permitted, when closely supervised. Examples of these are Google Classroom 
and Realsmart. 
 
How will chat and instant messaging be managed? 
 
Students will not be allowed access to public or unregulated chat rooms. 
 
Students will not access social networking sites such as ‘Facebook’, ‘My Space’ or ‘Bebo’.  
The use of blog messaging on social network sites is strictly forbidden. 
 
Students should use only regulated educational chat environments.  This use will be supervised and the 
importance of chat room safety emphasised. 
 
Any form of bullying or harassment will be strictly forbidden. 
 
A risk assessment will be carried out before students are allowed to use a new technology in school. 
 
How will personal websites and blogs be managed? 
 
When publishing material to websites and elsewhere, students should consider the thoughts and feelings 
of those who might view the materials.  Material that victimises or bullies someone else, or is otherwise 
offensive, is unacceptable. 
 
How will photographic, video and audio technology be managed? 
 
It is not appropriate to use photographic or video devices in changing rooms or toilets. 
 
Care should be taken when capturing photographs or video to ensure that all students are appropriately 
dressed. 
 
Staff may use photographic or video devices to support professional development, school trips and 
curriculum activities. 
 
Audio or video files may only be downloaded if they relate directly to the current educational task being 
undertaken. 
 
Students should always seek the permission of their teacher before making audio or video recordings 
within school. 
 
How can emerging ICT applications be managed? 
 
Emerging technologies will be examined for educational benefit and a risk assessment will be carried out 
before use in school is allowed. 
 
How will internet access be authorised? 
 
The school will keep a record of all staff and students who are granted internet access.  The record will 
be kept up-to-date, for instance a member of staff may leave or a student’s access be withdrawn. 
 
Parents will be informed that students will be provided with filtered internet access. 
 
Students must apply for internet access and agree to abide by the ‘Responsible Internet Use’ statement 
posted on the home page prior to logging on. Parents will be asked to sign and return the Home School 
Agreement which refers to ‘Responsible Internet Use’. 
 



 

How will the risks be assessed? 
 
In common with other media such as magazines, books and video, some material available via the internet 
is unsuitable for students.  The school will take all reasonable precautions to ensure that users access 
only appropriate material.  However, due to the international scale and linked nature of internet content, it 
is not possible to guarantee that unsuitable material will never appear on a school computer. 
 
Neither the school nor Bracknell Forest Council can accept liability for the material accessed, or any 
consequences of Internet access. 
 
The use of computer systems without permission or for inappropriate purposes could constitute a criminal 
offence under the Computer Misuse Act 1990. 
 
Methods to identify, assess and minimise risks will be reviewed regularly. 
 
Access is strictly forbidden to any websites that involve gambling, games or financial scams; or websites 
restricted under the Prevent strategy. 
 
How will filtering be managed? 
 
The school will work in partnership with parents, the LA, DfES and the Internet Service Provider to ensure 
systems to protect students are reviewed and improved.  The school subscribes to the SEGfL filtering 
service, which filters inappropriate content and is manually amended if additional sites are identified during 
the day when students are accessing the internet. 
 
If staff or students discover unsuitable sites, the URL (address) and content must be reported to the 
Internet Service Provider via the Systems Team at Tri-computing or via the “Abuse Button”. 
 
Senior staff will ensure that regular checks are made to ensure that the filtering methods selected are 
appropriate, effective and reasonable. 
 
Any materials that the school believes is illegal must be referred to the Internet Watch Foundation 
(www.iwf.org.uk). 
 
Filtering strategies will be selected by the school, in discussion with the filtering provider where 
appropriate.  The filtering strategy will be selected to suit the age and curriculum requirements of the 
student. 
 
How will the policy be introduced to students? 
 
‘Responsible Internet Use’ is included in the ‘Home-School’ agreement which all students and parents 
sign. 
 
Rules for Internet access will be posted in all rooms where computers are used. 
 
Students will be informed that internet use will be monitored. 
 
Instruction in responsible and safe use will precede internet access. 
 
A module on responsible internet use will be included in the PSHE programme covering both school and 
home use. 
 
How will staff be consulted and made aware of this policy? 
 
All staff must accept the terms of the ‘Responsible Internet Use’ statement before using any internet 
resource in school. 

http://www.iwf.org.uk/


 

 
All new staff will be taken through the key parts of this policy as part of their induction. 
 
All new staff will be provided with a copy of this policy via the website. 
 
All staff, including teachers, supply staff, classroom assistants and support staff, will be provided with the 
School e-Safety Policy via the website and have its importance explained. 
 
Staff should be aware that internet traffic can be monitored and traced to the individual user.  Discretion 
and professional conduct is essential. 
 
The monitoring of internet use is a sensitive matter.  Staff who operate monitoring procedures will be 
supervised by senior management. 
 
Staff development in safe and responsible internet use and on the school Internet Policy will be provided 
as required. 
 
Breaching this e-Safety Policy may result in disciplinary action being taken and access to ICT being 
restricted or removed. 
 
How will ICT system security be maintained? 
 
The school ICT systems will be reviewed regularly by the SLT and the IT team from Tri-computing with 
regard to security. 
 
Virus protection (Sophos) is installed and updated regularly. 
 
Security strategies will be discussed with the LA, particularly where a wide area network connection is 
being planned. 
 
Personal data sent over the internet will be encrypted or otherwise secured. 
 
Unapproved system utilities and executable files will not be allowed in students’ work areas or attached to 
email. 
 
Files held on the school’s network will be regularly checked. 
 
Teachers using ICT rooms will monitor students’ activity using the ‘Netsupport’ software.  Appropriate 
training will be offered by the Systems Manager from Tri-computing. 
 
How will complaints regarding Internet use be handled? 
 
Responsibility for handling incidents will be delegated to a senior member of staff. 
 
Any complaint about staff misuse must be referred to the Headteacher. 
 
Students and parents will be informed of the complaints procedure. 
 
Parents and students will need to work in partnership with staff to resolve issues. 
 
Sanctions available include: interview/counselling by Heads of Year; informing parents or carers; removal 
of internet or computer access for a period, which could ultimately prevent access to files held on the 
system, including examination coursework. 
 



 

As with drugs issues, there may be occasions when the police must be contacted.  Early contact could be 
made to establish the legal position and discuss strategies.  Advice sought should include how best to 
preserve any possible evidence. 
 
How will parents’ support be enlisted? 
 
Parents’ attention will be drawn to the School Internet Policy in newsletters, the school brochure and on 
the school website. 
 
Internet issues will be handled sensitively to inform parents without undue alarm. 
 
A partnership approach with parents is encouraged.  This includes demonstrations, practical sessions and 
suggestions for safe Internet use at home. 
 
Advice on filtering systems and educational and leisure activities that include responsible use of the 
internet is made available to parents.  Internet links are as follows: 
 
www.iwf.org.uk – Internet Watch Foundation 
 
www.flickr.com/guidelines.gne - Flickr Safety guidelines 
 
http://icanhaz.com/YouTubeAbuseSafety - YouTube reporting of inappropriate content 
 
http://www.epschool.org/content/rules-responsible-internet-use - Easthampstead Park Community School 
Responsible Internet Rules Summary 
 
 http://www.nspcc.org.uk/help-and-advice/for-parents/online-safety/how-to-help/help-child-safe-
online_wda99633.html - NSPCC e-Safety guide for parents 
 
http://www.vodafone.com/content/parents.html - Digital Parenting resources provided by Vodafone 
 
Facebook resources provided by Bracknell Forest Borough Council: 
 
• A Guide to Facebook Security - http://www.bracknell-forest.gov.uk/facebook-guidance.pdf 
• Recommended Facebook Profile and Privacy Settings for Teens - 
http://www.connectsafely.org/facebook-privacy-chart-for-teens/ 
• A Parent's Guide to Facebook - http://www.connectsafely.org/pdfs/fbparents.pdf 
• Tips and Tricks for Facebook - http://www.bracknell-forest.gov.uk/facebook-guidance-for-parents-and-
carers.pdf 
 
Interested parents will be referred to organisations such as PIN, Parents Online and NCH Action for 
Children (web addresses in reference section). 
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Appendix B 

Useful information for nominated e-Safety leads 

 
Mobile Phones 
 
All UK mobile phone operators have nuisance call centres set up and/or procedures in place to deal with 
such instances.  They may be able to change the number of the person being bullied.  Mobile operators 
cannot bar a particular number from contacting a phone, but some phone handsets do have this capacity.  
Action can be taken against the bully’s phone account (eg blocking their account) only with police 
involvement. 
 
Contacts: 
 
O2: ncb@o2.com or 08705214000 
 
Vodaphone: 191 from a Vodaphone phone or 08700700191 for Pay Monthly customers and 
08700776655 for Pay as you Go 
 
3: call 333 from a 3 phone or 08707330333 
 
Orange: call 450 from an Orange phone or 07973100450 for Pay as you Go or 07973100150 for Pay 
Monthly 
 
T-Mobile: call 150 on a T-Mobile phone or 08454125000 
 
A list of service providers is attached at Appendix 2. 
 
Virgin: call 789 from a Virgin phone or 0845 6504500 
 
Social networking sites (eg Bebo, Facebook, MySpace) 
 
Contacts of some social network providers: 
 
Bebo: Reports can be made by clicking on a ‘Report Abuse’ link located below the user’s profile (top left-
hand corner of screen) on every Bebo profile page.  Bebo users can also report specific media content (ie 
photos, videos, widgets) to the Bebo customer services team by clicking on a ‘Report Abuse’ link located 
below the content they wish to report.  www.bebo.com/Safety.jsp 
 
Facebook: Reports can be made by clicking on the ‘Report’ link located on pages throughout the site.  
Facebook users can also report another user by using the “Report/Block” link that appears at the bottom 
of a user’s profile page or by listing the user’s name in the “Block List” box that appears at the bottom of 
the Privacy page. 
 
MySpace: Reports can be made by clicking on the ‘Contact MySpace’ link at the bottom of every MySpace 
page and selecting the ‘Report Abuse’ option.  Alternatively, click on the ‘Report Abuse’ link located at the 
bottom of each user profile page and other user-generated pages.  Inappropriate images can be reported 
by clicking on the image and selecting the ‘Report this image’ option.  Additionally, school staff may email 
MySpace directly at schoolcare@myspace.com  www.myspace.com/safety 
 
Video and photo hosting sites 
 
YouTube: Logged in YouTube members can report inappropriate content by using the ‘flag content as 
inappropriate’ function which appears under every video.  http://icanhaz.com/YouTubeAbuseSafety 
 

mailto:ncb@o2.com
http://www.bebo.com/Safety.jsp
http://www.bebo.com/Safety.jsp
mailto:schoolcare@myspace.com
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Flickr: Reports can be made via the ‘Report Abuse’ link which appears at the bottom of each page.  
Logged in members can use the ‘flag this photo’ link to report individual pictures. 
www.flickr.com/guidelines.gne 
 
Instant Messenger 
 
It is good practice for Instant Messenger (IM) providers to have visible and easy-to-access reporting 
features on their services.  Instant Messenger providers can investigate and shut down any accounts that 
have been misused and clearly break their terms of service.  The best evidence for the service provider is 
archived or recorded conversations and most IM providers allow the user to record all messages. 
 
Contacts of some IM providers: 
 
MSN: when in Windows Live Messenger, clicking the ‘Help’ tab will bring up a range of options, including 
‘Report Abuse’. 
 
Yahoo!: when in Yahoo! Messenger, clicking on the ‘Help’ tab will bring up a range of options, including 
‘Report Abuse’. 
 
Chatrooms, individual website owners/forums, message board hosts 
 
It is good practice for chatroom providers to have a clear and prominent reporting mechanism to enable 
the user to contact the service provider.  Users who abuse the service can have their account deleted.  
Some services may be moderated and the moderators will warn users posting abusive comments or take 
down content that breaks their terms of use. 
 
  

http://www.flickr.com/guidelines.gne
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Appendix C 

How to stay ‘Cybersafe’ – Dos and Don’ts 
 
Staff should: 
 
● not post information and photos about themselves, or school-related matters, publicly that they 

wouldn’t want employers, colleagues, students or parents to see; 
● keep passwords secret and protect access to accounts; 
● not befriend students or other members of the school community on social networking sites.  Staff 

should consider carefully the implications of befriending parents or ex-students and let school 
management know if they decide to do this; 

● keep personal phone numbers private and not use their own mobile phones to contact students or 
parents; 

● use a school mobile phone when on a school trip; 
● keep a record of their phone’s unique International Mobile Equipment Identify (IMEI) number, keep 

phones secure while on school premises and report thefts to the police and mobile operator as soon 
as possible; 

● ensure that school rules regarding the use of technologies are consistently enforced; 
● not personally retaliate to any incident; 
● report any incident to the appropriate member of staff in a timely manner; 
● keep any evidence of an incident, for example by not deleting text messages or emails and by taking 

a screen capture of material, including the URL or web address; 
● use school email address only for work purposes; 
● be aware that if they access any personal web-based email accounts via their school network that 

these may be subject to the school’s internet protocol which could include monitoring and surveillance. 
 
  



 

Appendix D 

Inappropriate and Illegal Online Acts 

 
Children, young people, vulnerable adults, as well as organisation staff and volunteers who work with 
them, must be aware of what is considered to be criminal when using the internet and electronic 
communication technologies.  This should be reflected in the AUPs and education programmes delivered 
on an ongoing basis.  While the list below is not exhaustive, it is hoped to provide some guidance in 
assessing the seriousness of incidents as well as determining appropriate actions. 
 
It is noted that not all incident types below are considered criminal in nature but would be subject 
to a full investigation in order to determine whether a crime has been committed or not. 
 
Copyright infringement through copying diagrams, texts and photos without acknowledging the source 
 
Misuse of logins (using someone else’s login) 
 
Distributing, printing or viewing information on the following: 
 
o Soft-core pornography 
o Hate material 
o Drugs 
o Weapons 
o Violence 
o Racism 
o Terrorism 
 
Distributing viruses 
 
Hacking sites 
 
Gambling 
 
Accessing age restricted material 
 
Bullying of anyone 
 
Viewing, production, distribution and possession of indecent images of children1 
 
Grooming and harassment of a child or young person 
 
Viewing, production, distribution and possession of extreme pornographic images 
 
Buying or selling stolen goods 
 
Inciting religious hatred and acts of terrorism 
 
Downloading multimedia (music and films) that has copyright attached.  (Although this is illegal most police 
forces would treat this as a lower priority than the cases above.)2 
  

                                                
1 Where the victim is under the age of 18 (recently changed from 16 years old by Section 1 of the Protection of 

Children’s Act 1988, as amended by the Criminal Justice and Public Order Act 1994 and Schedule 6 of the Sexual 
Offences Act 2003) and where the offender has attained the age of 10 (criminal age of responsibility).  It is noted 
that the viewing of information of this nature may, in some circumstances, be appropriate ie research on hate 
crime, drugs etc. 
2 Compiled in consultation with Thames Valley Police and SEGfL 



 

 

 

Easthampstead Park Community School 

Acceptable Internet Use Policy 

 
 
 
Use of the internet by students at Easthampstead Park Community School is both permitted and 
encouraged where such use supports the goals and the objectives of the learning process. 
 
Easthampstead Park Community School’s policy for the use of the internet ensures that students must: 
 
● comply with current legislation. 
● use the internet in an acceptable way. 
● not create unnecessary risk to the school by their misuse of the internet. 
 
Unacceptable Behaviour 
 
In particular the following is deemed unacceptable use or behaviour by students: 
 
● Use of ‘proxy servers’ in order to bypass the security and safety procedures in place 
● Using the computer to perpetuate any form of fraud or software/film/music piracy 
● Using the internet to send offensive or harassing material to others 
● Using the internet to listen to or view ‘streaming’ content which would potentially reduce the internet 

speed for the rest of the school site 
● Downloading commercial software or copyrighted materials belonging to third parties 
● Hacking into or attempting to access unauthorised areas of the school network/servers 
● Publishing defamatory and/or knowingly false materials about Easthampstead Park Community 

School, our staff and/or students on social networking sites, ‘blogs’ (online journals), ‘wikis’ or any 
online publishing format 

● Undertaking deliberate activities that waste staff or student effort or networked resources 
● Introducing any form of malicious software (malware, viruses etc.) into the school network 
 
Monitoring 
 
Easthampstead Park Community School accepts that the use of the internet is a valuable learning tool.  
However, misuse of this facility can have a negative impact upon students’ productivity and the 
reputation of the school. 
 
In addition, the school’s entire internet related resources are provided for learning purposes.  Therefore, 
the school maintains the right to monitor the volume of the internet and network traffic, together with the 
internet sites visited.  The specific content of any internet browsing will not be monitored unless there is 
a suspicion of improper use. 
 
Sanctions 
 
Where it is believed that a student has failed to comply with this policy, they will face the school’s 
disciplinary procedures.  If the student is found to have breached the policy, they will face a range of 
sanctions ranging from temporary removal of internet access privileges to exclusion from 
Easthampstead Park Community School.  The actual penalty applied will depend on factors such as the 
seriousness of the breach and the student’s previous disciplinary record. 
 
  

 



 

 



 

 

 



 

 

 


